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Chapter 19 - Declassification and
Downar ading

1901 Authority for Declassification

A. Information that continues to meet the classification requirements of Executive Order (E.O.) 12958,

Classified Nationa Security Information, requires continued protection; however, Department of Commerce
information shall be declassfied as soon as it no longer meets the standards for classfication under this
Executive Order. In some exceptiona cases, the need to protect such information may be outweighed by the
public interest to disclose the information, in which case the information should be declassified. When such

questionsarise, the cdlassfied information will bereviewed by the officid who authorized the origind classfication
if thet offiad isgill serving in the same position, by asuccessor, or by the Director for Security to determine, as
an exercisein discretion, whether the public interest in disclosure outweighsthe damageto nationd security that
might reasonably be expected from disclosure. This provision does not:

1. Amplify or modify the substantive criteria or procedures for classfication, or
2. Create any substantive or procedura rights subject to judicia review.

B. Information marked with a specific declassfication date or event shall be declassified on that date or upon
occurrence of that event. The overdl classification markings shal be lined through and a statement placed on
the cover or first pagetoindicate the declassification authority by nameand title, and the date of dedassfication.
The classfication markings on each page dso shdl be lined through.

C. When declassification action is taken earlier than origindly scheduled or the duration of dassfication is
extended, the authority marking such changes shal promptly notify dl holders to whom the information was
origindly tranamitted. This notification shal include the marking action to be taken, the authority for the change
(name and title), and the effective date of the change. Upon receipt of notification, recipients shal make the
proper changes and notify holders to whom they have tranamitted the classified information.

D. If the Director of the Information Security Oversight Office (1ISOO) determinesthat information classified by
any operating unit in the Department is classified in violaion of E.O. 12958, the Director may require the
information to be declassified. Any such decision by the Director may be gppealed to the President through the
Assgant to the Presdent for Nationa Security Affairs. Theinformationwill remain dassfied pendingadecison
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on the appedl.

E. Totheextent practicable, operating units of the Department shall adopt asystem of records management that
will facilitate the public release of documents at the time such documents are declassified in accordance with the
provisions for automatic declassification sections of E.O. 12958.

F. Classfied records that have not been scheduled for disposd or retention by the Nationa Archives and
Records Adminigtration (NARA) are not subject to the autometic declassification provisonsof E.O. 12958. All

classfied information in records more than 25 years old that have been determined to have permanently

higtoricad vadue under Title 44 of the U.S. Code shdl be automaticaly declassified whether or not the records
have been reviewed. To the extent practicable, operating units shall adopt asystem of records management that
will facilitate the public rel ease of documents at the time such documents are declassified based on the autometic
declassification provisons of E.O. 12958.

G. The Department’ s Records Management Officer shal cooperate with NARA in devel oping schedules for
the declassification of records in the Nationd Archives of the United States and the presidentid libraries to
ensure that declassfication is accomplished in a timey manner. NARA will provide information about the
records proposed for automatic declassification. Operating units shall consult with the Department’ s Records
Management Officer before reviewing records in their holdings to ensure that appropriate procedures are
edtablished for maintaining the integrity of the records and that NARA receives accurate information about
operating unit declassification actionswhen records aretransferred to NARA. NARA will provide guidance to
the Department’ s Records M anagement Officer concerning the requirementsfor notification of declassification
actions on transferred records, box labeling, and identifying exempt information in the records.

1902 Downgrading

Information designated a particular level of classfication may be assgned a lower classfication level by the
originad classfier or by an officid authorized to declassfy the same information. Prompt notice of such
downgrading must be provided to known holders of te information. Classified information marked for
automatic downgrading under previous Executive Orders should be reviewed to determine that it no longer
continues to meet classification requirements despite the passage of time.

1903 Transferred Information

A. When classfied records are transferred from another agency or operating unit in conjunction with atransfer
of functions, and not merely for storage purposes, the receiving operating unit shdl be deemed to be the
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originating office for purposes of downgrading and declassfication.

B. When classfied records have not been officialy transferred in conjunction with atransfer of functions, but
originated in an agency or operating unit in the Department that has ceased to exist and for which there is no
successor office, the operating unit in possession of the classified records shall be deemed to be the originating
officefor purposes of the Executive Order. Such records may be declassified or downgraded by the operating
unit that has possession of the documents after consultation with any other agency or unit that hasaninterest in
the subject matter of the records.

C. When an operating unit discovers classified records originated by another agency, operating unit, or office
that appears to meet the criteria for the application of the automatic declassfication provisons of the E.O.
12958, the finding unit should dert the originating agency and seek ingructions regarding the handling and
disposition of pertinent records.

D. Classfied information accessoned into the Nationd Archives and Records Adminidration shal be
declassified or downgraded by the Archivigt in accordance with E.O. 12958, the directivesissued pursuant to
this Executive Order, Department or operating unit declassfication guides, and any existing procedura
agreement between the Archivist and the Department of Commerce.

E. The originating operating unit or departmentd office shdl take dl reasonable steps to declassify classfied
information contained in records determined to have permanent historica vaue beforethey are accessoned into
the National Archives. However, the Archivist may require that classified records be accessoned into the
Nationa Archives when necessary to comply with the provisons of the Federal Records Act. This provison
doesnot apply to records being transferred to the Archivist pursuant to 44 U.S.C. § 2203, or recordsfor which
NARA serves as the custodian of the records of an agency or organization that goes out of existence.

1904 Automatic Declassification

A. Classified information contained in records more than 25 years old that have been determined to have
permanent historicd vaue under Title 44 of the U.S. Code and does not meet the exemption standards noted
below, shdl be automatically declassified whether or not the records have been reviewed.

B. Classfied information may be exempted from automatic declassfication when it might be expected to:

1. Reved theidentity of aconfidential human source, or ahuman intelligence source, or reved information
about the gpplication of an intdligence source or method,
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2. Reved information that would assigt in the development or use of wegpons of mass destruction;
3. Reved information that would impair U.S. cryptologic sysems or activities,

4. Reved information that would impair the gpplication of state-of-the-art technology within U.S. wegpon
systems,

5. Reved current U.S. military war plansin effect;

6. Reved information, including foreign government informeation, that would serioudy and demondirably
impair reations between the United States and a foreign government, or serioudy and demonsgtrably
undermine ongoing diplometic activities of the United States,

7. Reved information that would clearly and demongtrably impair the current ability of U.S. Government
officids to protect the President, Vice President, and other officias for whom protection services, in the
interest of national security, are authorized;

8. Reved information that would impair current nationa security emergency preparednessplansor revedl
current vulnerabilities of systems, ingdlations, infrastructures, or projects relating to the national security;
or,

9. Violate any datute, treaty, or international agreement.
C. If an operating unit proposes to exempt aspecific file series of recordsfrom automatic decl assification based
on the exemptionslisted in paragraph 1904 B. above, the head of the operating unit shall submit theinformation

noted below to the Director for Security for an assessment. After an evaduation, the Director will forward the
request to the Information Security Oversight Office for action.

1. A description of thefile series;

2. An explandion of why the information within the file series is dmogt invariably exempt from automatic
declassfication and why the information must remain classified for alonger period of time; and

3. Except for the identity of a confidentid human source or a human intelligence source, as provided in
paragraph 1904 B. above, a specific date or event for declassfication of the information.
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D. Classfied records within an integral file block, as defined in E.O. 12958, that are otherwise subject to
autometic declassfication shall not be autometicaly declassified until December 31 of the year that is 25 years
from the date of the most recent record within the file block.

E. TheDirector for Security may delay from automati c declassification the records noted below by natifying the
Director of the Information Security Oversght Office. To obtain a delay, the head of an operating unit must
submit arequest to the Director for Security at least 180 days before recordsin such afile seriesare subject to
automeatic declassfication. The information noted in paragraph 1904 C. above must be provided.

1. For dassfied information contained in microforms, mation pictures, audiotapes, videotapes, or
comparable mediathat make areview for possible declassification exemptions more difficult or codtly, the
Director may delay automatic declassfication of records in a particular file series for up to 5 additiond
years.

2. For classified records subject to automatic declassification that have been referred or transferred to an
operating unit by another agency lessthan three years before autometi ¢ declassificationwoul d otherwise be
required, the Director for Security may delay automatic declassification for up to 3 years.

3. For classified records that were inadvertently not reviewed prior to the effective date of automatic
declassfication, the Director for Security may delay automatic declassfication for up to threeyearsfromthe
date of discovery.

E. Classfied information exempted from automatic declassfication under this chapter shdl remain subject tothe
mandatory and systematic review provisons of E.O. 12958.

F. The Secretary of State shdl determine when the United States should commence negotiations with the
gopropriate officids of aforeign government or internationa organization of governmentsto modify any treety or
internationa agreement that requiresthe dassification of information contained in recordsaffected by thissection
for a period longer than 25 years from the date of its creation, unless the treaty or internationa agreement
pertains to information that may otherwise remain classfied beyond 25 years under this section.

G. Records containing information that originated with other agencies or the disclosure of which would affect the
interests or activities of other agencies shdl be referred for review to those agencies and the information of
concern shdl be subject to automatic declassification only by those agencies, consistent with the automatic
declassfication provisions of E.O. 12958.
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1905 Declassfication Guides

A. Approved declassification guides may be used asatool toassst inthe exemption of classfied recordsfrom
automatic declassfication provisons of E.O. 12958, These guides must include additiona pertinent detall

relating to the exemptions described in paragraph 1904 above, and follow the format required of dedassfication
guidesfor systemaitic review as described in Section 2001.53 of the Implementing Directivefor E.O. 12958 (32
CFR Part 2001). Inorder for such guidesto be used in place of the identification of specific information within
individua documents, the information to be exempted must be narrowly defined, with sufficient specificity to
dlow the user to identify theinformation with precison. Exemptionsfor generd categories of information will not
be acceptable. The actua itemsto be exempted are specific documents. All such declassfication guidesusedin
conjunction with automatic declassfication provisons of E.O. 12958 must be submitted to the Director of

SO0, serving as Executive Secretary of the Interagency Security Classification AppeasPand, for gpprova by
the Pandl.

B. Operating unitsshd| prepare declassification guidesto facilitate the declassfication of informeation contained
in records determined to be of permanent historicd vaue. Declassfication guides shal:

1. Identify the subject matter of the declassfication guide;
2. ldentify the origind declassification authority by name or persond identifier and position;
3. Provide the date of issuance or last review;

4. State precisdy the categories or elements of information to be declassified, downgraded, or not
declassified; and

5. Identify any related file series that has been exempted from autometic declassification pursuant to Section
3.3(c) of E.O. 12958.

C. Totheextent aguideisused in conjunction with the autometic declassification provisonsof E.O. 12958, the
guide shdl state precisdy the dements of information to be exempted from declassfication to include:

1. The appropriate exemption noted in paragraph 1904, above (when citing exemption category 9, list the
gpplicable gatute, treaty, or internationa agreement); and
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2. A date or event for declassification.

D. Operating units shal submit declassification guidesfor review to the Office of Security. To the extent such
guides are used in conjunction with the automatic declassfication provisons of E.O. 12958, the Office of

Security shdl submit bureau specific declassification guidesto the Interagency Security Classfication Appeds
Panel for gpprova.

E. Dedassfication guides shdl be reviewed and updated, as circumstancesrequire, but at least once every five
years. Servicing security officers shal maintain alist of declassfication guidesin use and provide acopy to the
Office of Security.

1906 Systematic Declassification Review

A. Each operating unit that holds classified information shal establish and implement proceduresfor systematic
declassfication. This program shdl gpply to hidoricdly vauable records exempted from automatic
declassification under E.O. 12958 and the Security Manud. Operating unitsshdll prioritizethe sysematicreview
of records based upon the degree of researcher interest and the likelihood of declassification upon review.

B. Operating units or offices shal maintain a current liging of officids delegated declassification authority by
name, pagition, or other identifier and shdl provide the list to their servicing security officer. If possble, this
ligting shall be unclassified.

1. An executive who has been delegated origina classification authority (OCA) may authorizean officid in
hisor her operating unit to exercise declassification and downgrading authority over information classified
during their tenure, by predecessorsin that position, or for classfied information transferred to thet officid’s
custody by virtue of atrandfer of functions.

2. Unlikethe origina classification authority that cannot be re- delegated, the decl assification authority may
be re-delegated as necessary. Each OCA shdl forward a list of the names and position titles of those
individua sreceiving additiond ddegationsto the servicing security officer, whowill forward thoseligsto the
Office of Security.

1907 Mandatory Declassification Review

A. All information classfied by an OCA in the Department of Commerce under E.O. 12958, or its predecessor
orders, is subject to areview for declassfication if:
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1. Therequest for areview describes the document or materia containing the information with sufficient
Specificity to enable the operating unit or office to locate it with a reasonable amount of effort;

2. Theinformation is not exempted from search and review under the Sections 105C, 105D, or 701 of the
National Security Act of 1947 (50 U.S.C. 8§ 403-5e, and 431); and

3. Theinformation has not beenreviewed for declassification within the past two years. If the operating unit
hasreviewed theinformation within the past two years, or theinformation isthe subject of pending litigation,
the requester shdl beinformed of thisfact and of the gpped rights under E.O. 12958.

B. Operating unitsor offices conducting amandatory review for declassfication shal declassify information thet
no longer meetsthe sandardsfor classfication under E.O. 12958. The unit shal release thisinformation unless
withholding is otherwise authorized and warranted under applicable law.

1908 Processing Requests and Reviews

A. U.S. Originated I nformation.

1. Classfied information under Department of Commerce jurisdiction must bereviewed for declassfication
upon receipt of arequest by aUnited States citizen or permanent resident alien, another Federa agency, or
adaeor alocd government. A request for mandatory review of classified information shal be submittedin
writing and describe the information with sufficient specificity to locate it with areasonable amount of effort.
Requests shdl be submitted to the Office of Security, U.S. Department of Commerce, Room H1067, 1401
Congtitution Avenue, NW, Washington, D.C. 20230.

2. The Office of Security shal acknowledge receipt of the request directly to therequester. The request will
be forwarded to the operating unit or office that originated the information or which has primary interest in
the subject matter. The operating unit or office must ensure the information is reviewed within 30 calendar

days.

3. A vdid mandatory declassification review request need not identify the requested information by date or
title of the respongive records, but must be of sufficient specificity to alow the operating unit or officewith
primary interest to locate the records containing the information sought with areasonable amount of effort.
In responding to mandatory declassification review requedts, the desgnated officia shdl either make a
prompt declassification determination (within 30 calendar days) and process the request accordingly, or
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inform the Office of Security of the additional time needed to process the request. The Department of
Commerce shdl ordinarily make a find determination within 180 days from the date of receipt. When
information cannot be declassfied in its entirety, operating units will make reasonable efforts to release,
cong stent with other applicablelaw, those declassified portions of the requested information that congtitute
a coherent segment. Upon denid of aninitia reques, the Office of Security shdl notify the requester of the
right of an administrative apped, which must be filed within 60 caendar days of receipt of the denid.

B. Requestsfor Classified Recordsin the Custody of the Department other than the Originating
Office. Whenthe Department of Commerce receives amandatory declassification review request for records
in its possession that were originated by another agency, the designated officid shdl refer the request and the
pertinent records to the originating agency. However, if the originating agency has previoudy agreed that the
custodia operating unit may review itsrecords, the custodia operating unit shal review the requested recordsin
accordance with declassification guides or guidelines provided by the originating agency. Upon receipt of a
request from the referring agency, the Office of Security shdl process the request in accordance with this
chapter. The originating agency shal communicate its declassification determination to the referring agency.

C. Appealsof Denialsof Mandatory Declassification Review Requests. Following the receipt of an
appedl, the Director for Security shdl normally make adetermination within 90 calendar days. If additiona time
is required to make a determination, the Director shdl notify the requester of the additiond time needed and
provide the requester with the reason for the extension. The Director shdl notify the requester in writing of the
fina determination and of the reasons for any denid.

D. Appealstothelnteragency Security Classification AppealsPanel. Requestershavetheright to
gpped the decison of the Director for Security to the Interagency Security Classification Appeas Pandl in
accordance with E.O. 12958.

E. Foreign Government Information.

1. When foreign government information is being considered for declassification or is subject to automatic
declassfication, the declassfying unit shal determine whether the information meets any exemptions that
would prevent its declassfication at that time. Depending upon the date of theinformation and whether itis
contained in permanently higtorica records, the declassifying unit shal dso determineif other exemptions
that pertain to U.S. foreign relations may gpply to the information. If the declassifying unit believessuch an
exemption may apply, it should consult with dl other concerned agencies in making its declassfication
determination.
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2. The Secretary of State shall determine when the United States should commence negotiations with the
gopropriate officids of aforeign government or internationa organization of governments to modify any
treety or internationa agreement that requiresthe classification of information contained in records affected
by the automatic declassification provisions of E.O. 12958 for aperiod longer than 25 years from the date
of itscredtion, unlessthetreety or internationa agreement pertainsto information that may otherwiseremain
classified beyond 25 years.

F. Cryptologic and Intelligence Information. Mandatory declassification review requests for cryptologic
information and information concerning intelligence activities (including specid activities) or inteligence sources
or methods shall be processed solely in accordance with specia proceduresissued by the Secretary of Defense
and the Director of Central Intelligence, respectively.

G. Fees. Inresponding to mandatory declassfication review requestsfor classified records, agency headsmay
charge feesin accordance with Section 483aof Title 31 of the U.S. Code. Operating units should contact the
Department’ s Freedom of Information Act/Privacy Act Officer for the current schedule of fees.

H. Assistance to the Department of State. Operating units and the Department’ s Records Management
Officer should assist the Department of State in its preparation of the Foreign Relations of the United States
(FRUYS) sies by facilitating access to gppropriate classfied materids in their custody and by expediting
declassification review of documents proposed for inclusion in the FRUS.

|. Requests Filed under Mandatory Declassification Review and the Freedom of Information Act.
When arequester submits a request both under mandatory review and the Freedom of Information Act, the
Office of Security shdll require the requester to eect one process or the other. If the requester failsto elect one
or the other, the request will be trested as a FOIA request unless the requested materias are subject only to
mandatory review.

J. Freedom of Information Act and Privacy Act Requests. The Secretary of Commerce shall ensurethat
requestsfor declassification submitted under the provisons of the Freedom of Information Act, asamended, or
the Privacy Act of 1974, are processed in accordance with the provisions of those acts.

1. The Freedom of Information Act and the Privacy Act authorize withholding from public availability
records that are properly classified under criteria established by E.O. 12958 in the interest of nationd
defense or foreign policy.

2. Under the Freedom of Information Act, a determination on an initid request must be made within 20
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working days after receipt of the request. A determination on an gpped to an initia denia must be made
within 20 working days after receipt of aFOIA apped, or for aPA apped , within 30 working days. Time
limits are mandatory for an FOIA request, but are permissive for a PA request. Except for unusud
circumgtances, fallure to make a determination within the gtated time limits means that a requester has
exhaugted the adminigtrative remedies and may request judicid review immediately.

3. To assure that FOIA/PA requestsinvolving classified records are subjected to athorough classification
review and that aresponseis made within the specified timelimits, the procedures noted below shdll apply.

4. Requests involving classified records will be processed as follows.
a. The office of primary interest shal conduct a declassification review of the information.

b. If the information is subsequently declassified, the action office must consult with the Office of the
Assgant Generd Counsd for Adminidiration to determine releasability with consideration only for the
legdlity of rdlease within the purview of the Freedom of Information Act and the Privacy Act.

c. If the record warrants continued classification, the action office must coordinate with the Office of the
Assgant Generd Counsel for Administration and advisetherequester of the decison and of theright of

3ppedl.

d. If the classification review cannot be completed within the prescribed timelimit, the action office must
advise the requester. An extension of time must be arranged in accordance with the Freedom of
Information Act (5 U.S.C. 552 (a)(6)(B)) and implementing Department of Commerce FOIA/PA rules.

5. Appedlsfor recongderation of denid of aclassfied record under the Freedom of Information Act shall
be processed asfollows.

a Appeds under this section must be addressed to the Assistant General Counsel for Adminigiration
who shdll refer the record(s) to the Director for Security for adeclassification review. The Director for
Security may overrule previous determinations in whole or in part when, in his judgment, continued
protection in the interest of nationa security is no longer required.

b. If the information under review no longer requires classfication, it should be declassified. The
Director for Security shall advise the Assstant Generd Counsd for Adminigtration of the decision.
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c. Persons who request information under the provisions of the FOIA or the Privacy Act, and whose
requests are denied on apped, may petition the courts to direct the Department to release the
information. Under judicid review, the Department must provide sufficient judtification to continue
withholding the information.

K. Redaction standard. Operating units or offices are encouraged but are not required to redact documents
thet contain information that isexempt from the automatic decl assfication provisonsof E.O. 12958, especialy
if the information that must remain classified comprises areatively smdl portion of the document. Operating
unitsshal redact documentsthat are the subject of an accessrequest unlessthe overal meaning or informationa
vaue of the document is clearly distorted by redaction.
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